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Co3paHue nHaMBuAayasibHbIM nNpeanpuHUMaTesieM
3anpoca Ha Bbinyck OV-ceptudgumkara ¢
anroputMmamu wncpposanunsa NOCT

1. CospgaiiTe KOHMUIrypauMoHHbI dain mydomain.cnf n 3anonHuTE ero cornacHo
npumepy:

openssl_conf = openssl_init

[ openssl_init ]
stbl_section = stable_section

[req]

distinguished_name = req_distinguished_name
req_extensions = v3_req

x509_extensions = v3_req

prompt = no

string_mask = utf8only

utf8 = yes

[ req_distinguished_name ]
CN = mydomain.ru

SN = /BaHOB
GN = VMBaH VMBaHOBWY
C=RU

OGRNIP = 123456789012345
SNILS = 12345678901
INN = 123456789012

[ v3_req ]

keyUsage = digitalSignature, keyEncipherment, keyAgreement
extendedKeyUsage = serverAuth, clientAuth

subjectAltName = DNS:mydomain.ru

certificatePolicies = 1.2.643.2.25.1.14.2, 1.2.643.100.113.1, 1.2.643.100.113.2,
1.2.643.100.113.3, 1.2.643.100.113.4, 1.2.643.100.113.5

subjectSignTool = HSM

[ stable_section ]

OGRNIP = min:15,max:15,mask:NUMERICSTRING,flags:nomask
SNILS = min:11,max:11,mask:NUMERICSTRING,flags:nomask
INN = min:12,max:12,mask:NUMERICSTRING, flags:nomask

2. 3aMeHWTe 3HayeHus BHyTpu daiina Ha Baluu:

— C — ABYXCMMBOSbHbIV KOA CTpaHbl cornacHo MOCT 7.67-2003, ana Poccun — RU

— SN — chamunus, ykasaHHas B BaweMm npocdune Ha Mocycnyrax. ObssaTenbHO
3anosiHeHne pycckummn 6yksamu. Mprumep BepHOM 3anucu: MBaHOB
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— GN — uMS 1 0TYECTBO, YKa3aHHbIe B BalleM npodune Ha Mocycnyrax. OTyecTBo —
npu Hanuunn. O6s3aTeNbHO 3anofiHEHME pycckuMK 6ykBaMu. MpUMep BEpHOM 3anucK C
OTYECTBOM: MBaH MBaHoBUY. MpUMep BEpPHOIA 3anmcK Npyu OTCYTCTBUM OTYeCTBa: MBaH

— INN — VIHH, yka3aHHbIM B BaweM npodune Ha lMocycnyrax. CoctomT u3 12 undp

— OGRNIP — OI'PHUM, yka3aHHbIV B BawweM npocune Ha Mocycnyrax. CocTouT u3
15 undp

— SNILS — CHWNC, yka3aHHbIN B BawweM npodune Ha Mocycnyrax. Coctout

n3 11 undp

— CN — nMsa goMeHa, Ha koTopblii odopmnseTcs TLS-cepTudmkaT, HanpuMep
mydomain.ru. ns AOMEHHbIX UMEH, COCTOSILLUMX M3 PYCCKUX BYKB, YKaXuTe 3HaveHue,
KOHBEPTUPOBAHHOE C MOMOLLbID MeToAa punycode, Hanpumep xn--ilafg.xn--d1lacufc.xn-
-plai

— keyUsage — pacwmpeHune, onpeaensioliee HazHayeHune kitova. B 3anpoce
ob6s13aTeNbHO AOMKHBLI NPUCYTCTBOBATh 3HaveHus digitalSignature, keyEncipherment n
keyAgreement, MHble He AOMYyCKAKOTCS

— extendedKeyUsage — pacwumpeHue, onpeaensioliee pacluMpeHHoe Ha3HavyeHe
Knto4va. B 3anpoce o6513aTeibHO A0MKHBI NPUCYTCTBOBATb 3HAYeHUs serverAuth m
clientAuth, nHble He gonyckatoTcs

— subjectAltName — pacwmpeHve, onpeaensiollee anbTepHaTUBHOE NUMS

cybbekTa — DNS-ums. B 3anpoce obs3aTenbHO A0MKHO HbITb Yka3aHo XOoTs 6bl 04HO
3HayeHue paclinpeHns, onpeaensiollee anbTepHaTMBHOE UMS cybbekTa — DNS-uMs,
paBHoe yka3zaHHoMy B CN. 3HaudeHus Tuna WildCard gonyckatoTcst Tonbko
06pa3oBaHHbIE OT OCHOBHOMO AOMEHHOIO MMEHU, yKa3aHHoro B CN: *.mydomain.ru.
[lonyckaetcsa Ao 99 anbTepHaTMBHbIX UMEH CybbekTa. MpuMepbl BEPHbIX 3anucen:
DNS:*.mydomain.ru, DNS:www.mydomain.ru

— certificatePolicies — nonuTUKKM, B COOTBETCTBUMN C KOTOPLIMU AOMKEH UCNOMb30BaTLCS
cepTndmkat. B 3anpoce 0bs3aTenbHO A40MKHA ObITb YKa3zaHa NonuTuKa
1.2.643.2.25.1.14.2 v nobble KoMbMHaUMM NONUTUK B 3aBUCMMOCTM OT K/lacca
cpeacTsa kpuntorpadmyeckon 3awmTel Hgopmaummn (CK3M): CK3UM knacca KC1 —
1.2.643.2.25.1.14.2, 1.2.643.100.113.1, CK3W knacca KC2 — 1.2.643.2.25.1.14.2,
1.2.643.100.113.1, 1.2.643.100.113.2, CK3U knacca KC3 — 1.2.643.2.25.1.14.2,
1.2.643.100.113.1, 1.2.643.100.113.2, 1.2.643.100.113.3, CK3U knacca KB1 —
1.2.643.2.25.1.14.2, 1.2.643.100.113.1, 1.2.643.100.113.2, 1.2.643.100.113.3,
1.2.643.100.113.4, CK3U knacca KB2 — 1.2.643.2.25.1.14.2, 1.2.643.100.113.1,
1.2.643.100.113.2, 1.2.643.100.113.3, 1.2.643.100.113.4, 1.2.643.100.113.5

— subjectSignTool — CK3W Bnagenbua ceptndmkaTa
3. YctaHoBuTe npunoxeHue OpenSSL, nakeT gost-engine n oTKpoWTe KOMaHAHY CTPOKY
4. [nsa co3aaHus 3anpoca B KOMaHAHOM CTPOKe BBeAWUTe koMaHay: $ openssl req -out
mydomain.p10 -outform DER -new -newkey gost2012_512 -pkeyopt paramset:A -nodes
-keyout newkey.key -config mydomain.cnf

5. 3aMeHuTe 3Ha4yeHUs! BHYTPW KOMaHAbl Ha BalUu:

— mydomain.p10 — ums daina 3anpoca, KOTopbin 6yaeT co3aaH Npu BbINOTHEHUN
KOMaHAabl u3 n. 4
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— newkey.key — nMs daiina 3akpbITOro Kitoya, KoTopbi ByaeT co3aaH npu
BbIMO/IHEHMM KOMaHAbl 13 N. 4

— gost2012_512 — anropuT™ C ANMHOW 3aKpbITOro Kitoya. B koMaHae obs3aTenbHo
[O/MKeH BbITb YKkazaH Nnoboi 13 anroputmoB: gost2012_256 — cooTBeTCTBYET
naeHtTndukatopy id-tc26-gost3410-12-256 ans anroputma noanucu NOCT P 34.10-
2012 c knoyom 256 6uT, gost2012_512 — cooTtBeTcTBYeT id-tc26-gost3410-12-512 ans
anroputma nognucu NOCT P 34.10-2012 ¢ kntoyoMm 512 6ut

— pkeyopt paramset — Habop napamMeTpoB 3aKpbITOro KAya. B koMaHae obs3atenbHO
LO/MKeH B6bITb YkasaH Ntobon M3 NapaMeTpoB B 3aBUCMMOCTM OT afiroputMa C A/IMHOM
3aKpbITOro Knoya: ans gost2012_256 — XA, kotopbiii cooTBeTcTBYeT id-GostR3410-
2001-CryptoPro-XchA-ParamSet, anst gost2012_512 — A cootBeTcTBYeT id-tc26-gost-
3410-12-512-paramSetA, B cootBeTcTBYET id-tc26-gost-3410-12-512-paramSetB

administrator@astra:~% openssl regq -out mydomain.plB@ -outform DER -new -newke
y gost2812_512 -pkeyopt paramset:A -nodes -keyout newkey.keu -config mudomain
.cnf

Generating a GOST2812_512 private key
writing new private keu to 'newkeu.key'

6. [MpoBepbTe CO3AaHHbIM 3anpocC C MOMOLLBIO KOMaHAbl: $ openssl req -in mydomain.p10
-inform DER -noout -text -nameopt utf8 -config mydomain.cnf

administrator@astra:~% openssl req -in mydomain.pl® -inform DER -noout -text
-nameopt utfB -config mydomain.cnf
Certificate Request:
Data:
Version: 1 (BxB)

Subject: CN=mydomain.ru, SN=HBaHoB, GN=WBan WBaHoBu4, C=RU, OGRNIP=12
3456789012345, SNILS=12345678981, INN=1234567896412
Sub ject Public Key Info:
Public Key Algorithm: GOST R 34.18-2812 with 512 bit modulus




