rocycnyru

[na co3panus 3anpoca Ha BbINycK tls-cepTudurkaTta npeaBapuUTeIbHO YCTaHOBUTE
NpUIoXeHue openssl n OTKPoMTE KOMaHAHYH CTPOKY

Co3paHue 3anpoca Ha BbinycK tls-cepTudukara c HoBbIM
KJ1'04OM

Linux

B KoMaHaHOM CTpOKe BBEAUTE:

«openssl req -out test.csr -new \

-subj "/C=RU/ST=Moscow/L=Moscow/O=The Ministry of Digital Development and Com-
munications/CN=*.mydomain.ru" \

-addext "keyUsage = digitalSignature, keyEncipherment" \

-addext "subjectAltName = DNS:mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.-
ru\

-addext "extendedKeyUsage = serverAuth" \

-newkey rsa:2048 -nodes -keyout newKey.key»,

rae:

e test.csr - HaMMeHoOBaHMe 3anpoca, Hanpumep, mydomain.csr

e C - nByx6yKBeHHbIN Kof, cTpaHbl, ans Poccun - RU

e ST - painoH, obnacTb, Hanpumep, Moscow

¢ | - nonHoe Ha3BaHWe ropoaa, Hanpumep, Moscow

e oduumanbHOe Ha3BaHWe opraHmsauum, Hanpumep, The Ministry of Digital Develop
ment and Communications

e CN - nmsa gomMeHa, Ha KoTopbi opopmaseTca TLS-ceptuoumkat. Hanpumep,
*.mydomain.ru. N5 AOMEHHbIX MMEH Ha PYCCKOM SA3bIKe C/eAyeT YKa3bIBaTb
KOHBEPTUPOBAHHOE C MOMOLLbIO MeToAa punycode 3HayYeHue, Hanpumep,
xn--jlail.xn--p1lai

Mpw 3anosHeHnn napameTpoB ST/L/O/OU kKupunnuuen B 3anpoce yKaXkute Karou «-utf8».
Hanpumep: «openssl req -out test.csr -new -subj "/C=RU/ST=MockBa/L=MockBa/O=
TecToBas Opranusauunsa/OU=TectoBbIn genaptamMeHT/CN=*.mydomain.ru" -addext "key-
Usage = digitalSignature, keyEncipherment" -addext "subjectAltName = DNS:mydomain.ru,
DNS:www.mydomain.ru, DNS:*.mydomain.ru" -addext "extendedKeyUsage = serverAuth"
-utf8 -newkey rsa:2048 -nodes -keyout newKey.key»

roe:

e keyUsage - paclumpeHue, onpeaenstollee HasHa4yeHne Katoya. B 3anpoce
06sa3aTesIbHO A0/KHbI NpucyTcTBOBaThL digitalSignature n keyEncipherment, nHblie -
npu HEOBXOAMMOCTH

e subjectAltName - paclumpeHune, onpeaenstollee abTEPHATUBHOE UMS CyObeEKTA
(DNS-nms). O6a3aTenbHO yKaXKnTe xoTa 6bl 04HO 3Ha4veHue. Mpumep 3anucu: sub
jectAltName = DNS:mydomain.ru.

o extendedKeyUsage - paclumpeHue, onpenensiollee pacliMpeHHoe Ha3HaYeHne
Ktoya. B 3anpoce 06s3aTesibHO A0/1XKHO NPUCYTCTBOBATHL serverAuth, nHble - npum
HeobxoanMMocCT

e newKey.key - HaumMeHoBaHKWe HoBoro Kato4a. Hanpumep, mydomain.key 1
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ub S openssl req -out test.csr -new \

> -subj "/C=RU/ST=Moscow/L=Moscow/0=The Ministry of Digital Development and Communications/CN=*.mydomain.ru" \

> -addext "keyUsage = digitalSignature, keyEncipherment" \

> -addext "subjectAltName = D mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.ru, IP:192.168.7.1, URI:http://my.example.ru/" \
> -addext "extendedKeyUsac serverAuth" \

> -newkey rsa:2048 -nodes -keyout newKey.key

Generating a RSA private key

MpoBepUThb CO34aHHbIN 3aMNPOC MOXXKHO C MOMOLLIbIO CeAyHOLLLEN KOMaHObI:

«openssl| req -in test.csr -noout -text»

«openssl req -in test.csr -noout -text -nameopt utf8» — npm 3anonHeHMn napameTpos
ST/L/O/0U kupunnuuen

roe:
e test.csr - HaMeHoBaHMe CO3aHHOro 3anpoca

L 1:~$ openssl req -in testz.csr -noout -text
Certificate Request:
Data:
Version: 1 (8x8)
Subject: € = RU, ST = Moscow, L = Moscow, 0 = The Ministry of Digital Development and Communications, CN = *.mydomain.
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)
Modulus:
00:b3:c4:73:be:f2: 5 65C:aa:80:31:60:
1b:8a:98: : X bd:8f:c7:e8:
a7:40:3d: - 4:66:ab:1d:ef:d5:7b:94:aa:
212
:58:
t5a:
1e7:6
1762
HIEE
:08: 39: : :
:@5:d8:3b: 5 :50:6¢C:
:5e:a9:b3: - H | H
:ch: € :a3: : H
:8b:
=BTT
:ba:
:fb:6

Exponent: 65537 (0x10001)
Attributes:

Requested Extensions:
X509v3 Key Usage:
Digital Signature, Key Encipherment
X589v3 Subject Alternative Name:
DNS:mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.ru, IP Address:192.168.7.1, URI:http://my.example.ru/
X5689v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: sha2S56WithRSAEncryption
59:00:0c
fc:d5:a7:
di:aa:bé
dc:7c:53
03:d6:9a:18:9b:©

B komaHaHOM CTpOKe BBEAUTE:

«"C:\Program Files\OpenSSL-Winé4\bin\openssl.exe" req -out test3.csr -new -subj
"/C=RU/ST=Moscow/L=Moscow/O=The Ministry of Digital Development and Communica-
tions/CN=*.mydomain.ru" -addext "keyUsage = digitalSignature, keyEncipherment" -addext
"subjectAltName = DNS:mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.ru"
-addext "extendedKeyUsage = serverAuth" -newkey rsa:2048 -nodes -keyout newKey.key»,

2



rocycnyru

rae:

e test3.csr - HauMeHoBaHMe 3anpoca, HanpuMmep, mydomain.csr

e C - aByx6yKBeHHbIN Kog cTpaHbl, ana Poccum — RU

e ST - paioH, obnacTb, Hanpumep, Moscow

¢ | - nonHoe Ha3BaHWe ropoaa, Hanpumep, Moscow

e oduuManbHOe Ha3BaHWe opraHmnsaumm, Hanpumep, The Ministry of Digital Develop
ment and Communications

e CN - nmsa gomMeHa, Ha KoTopbit opopmasaeTcs TLS-ceptuoumkat. Hanpumep
*.mydomain.ru. [Ins AOMeHHbIX UMEH Ha PYCCKOM fA3bIKe C/leQlyeT YKa3biBaTb
KOHBEPTUPOBAHHOE C MOMOLLbIO MeToaa punycode 3HauyeHue. Hanpumep,
xn--jlail.xn--p1ai

Mpwn 3anonHeHnn napameTpos ST/L/O/OU kupunavuen HeobxoanumMo co3aaTh B
«C:\Program Files\OpenSSL-Winé4\bin\cnf» koHdurypauymoHHbin darnn mydomain.cnf,
3aroJIHUTb ero Tak:

«[req]

prompt = no
distinguished_name = dn
[dn]

C=RU

ST = MockBa

L = Mockga

O = TecToBasa OpraHusauyms
OU = TecToBbIN AenapTaMeHT
CN = *.mydomain.ru»

M U3MEHUTb KOMaHAyY Nnepej, BbINoJIHEHUEM:

«"C:\Program Files\OpenSSL-Winé64\bin\openssl.exe" req -out test3.csr -new -addext
"keyUsage = digitalSignature, keyEncipherment" -addext "subjectAltName = DNS:-
mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.ru" -addext "extendedKeyUsage =
serverAuth" -utf8 -config "C:\Program Files\OpenSSL-Win6é4\bin\cnf\mydomain.cnf"
-newkey rsa:2048 -nodes -keyout newKey.key»

roe:

e keyUsage - pacwumpeHue, onpeaensaioLlee Ha3HadeHue Ko4a. B 3anpoce
o6s3aTenIbHO A01KHbI NpucyTcTBOBaTH digitalSignature n keyEncipherment, nHble -
npu HeOBX0AMMOCTH

e subjectAltName - paclumnpeHnue, onpegenstollee ansTepHaTUBHOE UMS CYyObEKTA
(DNS-ums). Ob6s3aTENBHO J0/HKHO BbITb YKa3aHO X0TA 6bl 04HO 3HadeHue. Mpumep
3anucu: subjectAltName = DNS:mydomain.ru

o extendedKeyUsage - paclumpeHue, onpegensiollee paclUMpeHHOE Ha3HaYeHMe
KJ1H04a; B 3anpoce 06a3aTesIbHO A0/1KHO NMpUCyTCTBOBaTb serverAuth, Hble - npu
Heobxo4MMOoCTH

¢ newKey.key - HaMeHOBaHME HOBOrO K/to4a, HanpuMmep, mydomain.key
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C:\Users\Natalia>»"C:\Program Files\OpenSSL-Winb4\bin\openssl.exe™ req -out test3.csr -new -subj "/C=RU/ST=Moscow/L=Mosco
w/0=The Ministry of Digital Development and Communications/CN=*.mydomain.ru" -addext “"keyUsage = digitalSignature, keyEn|
cipherment” -addext “subjectAltName = DNS:mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.ru, IP:192.168.7.1, URI:http:
//my.example.ru/" -addext "extendedKeyUsage = serverAuth” -newkey rsa:2048 -nodes -keyout newKey.key

T e o S B B o B o B o B O

MpoBepUTb CO34aHHbIN 3aMPOC MOXHO C NMOMOLLIbIO C/IEZlYHOLLLIEA KOMaHbI:
«"C:\Program Files\OpenSSL-Winé4\bin\openssl.exe" req -in "\path\to\test3.csr" -noout
-text»,

«"C:\Program Files\OpenSSL-Winé4\bin\openssl.exe" req -in "\path\to\test3.csr" -noout
-text -nameopt utf8» - npm 3anonHeHnun napameTpos ST/L/O/OU Kupunaumuen,

e test3.csr - HaMMeHOBaHMe CO34aHHOrO 3anpoca

C:\Users\Natalia>"C:\Program Files\OpenSSL-Win64\bin\openssl.exe"” req -in "C:\Users\Natalia‘\testd.csr" -noout -text
Certificate Request:
Data:
Version: 1 (0x0)
Subject: C = RU, ST = Moscow, L = Moscow, O = The Ministry of Digital Development and Communications, CN = *.myd
omain.ru
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:c1:81:2¢c:69:86:84:
37:66:53:0b:76:1d:26:3
6c:2b:4a:@a:f3:al1:f1:
17:73:17:¥1:7d:95:5F:5
7a2:20:24:d9:a23:85:31:
f@:ed4:46:04:27:df:68:
11:14:a85:3F:43:Ffc:c2:
Jd:b@:75:3d:5
69:98:a7:89:
2b:59:2f:55:
c8:b8:5b:78:96
33:fF:23:85:
le:8c:
14:05:1
3b:43:
68:f2:
ef:ba:74
99:ef
Exponent: 65 (@x1e001)
Attributes:
Requested Extensions:
X589v3 Key Usage:
Digital Signature, Key Encipherment
X589v3 Subject Alternative Name:
DNS :mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.ru, IP Address:192.168.7.1, URL:http://my.examp|

X589v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
12:¥8:c1:7d:29:2b:c@:085:
al:67:c2:19:8d:cd:3d:
@7:F7:81:1b:2d:bf:33:f
b1:91:61:e3:39:9f:be:
22:63:e2:de:96:21:ab:
ad:87:88:d3:2d:12:68:
81:ec:71:11:
6d:1b:ae:ed:

:48:5b:98:e5:
1:c@:9f:3e:16:
:ba:38:be:c3:
5:35:99:38:66:
72:52:32:f6:fA:d
a3:13:ee:bb:32:1
:21:85:5a:28:
:A47:6e:T7e:82:17:

U o=k A G0 M
[T vy
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|
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CospaHue 3anpoca Ha BbinycK tls-cepTudpumkaTra
C CYLLLeCTBYIOLLUM KJIIOYOM

PekomMeHayeTcs reHepupoBaTh HOBbIM 3aKPbIThIN KJIHOY BCAKMIA pas, Koraa Bbl reHepupyeTe
CSR

Linux

B KoMaHAHOM CTpOKe BBEAUTE:

«openssl req -out test2.csr -new \

-subj "/C=RU/ST=Moscow/L=Moscow/O=The Ministry of Digital Development and Com-
munications/CN=*.mydomain.ru" \

-addext "keyUsage = digitalSignature, keyEncipherment" \

-addext "subjectAltName = DNS:mydomain.ru, DNS:www.mydomain.ru, DNS:*.-
mydomain.ru"\

-addext "extendedKeyUsage = serverAuth" \

-key /path/to/existsKey.key»,

rae:

e test2.csr - HaMmMeHoBaHMe 3anpoca, HanpuMep, mydomain.csr

e C - nByX6yKBeHHbIN Kop, cTpaHbl, ans Poccun - RU

e ST - panoH, obnacTb, Hanpumep, Moscow

¢ L - nosiHOe Ha3BaHMe ropoaa, Hanpumep, Moscow

e oduumanbHoe Ha3BaHMe opraHmusaumn. Hanpumep, The Ministry of Digital Develop
ment and Communications

e CN - nmsa nomeHa, Ha koTopbin odopmaseTca TLS-cepTudukat. Hanpumep,
mydomain.ru. 11s 4OMEHHbIX MMEH Ha PYCCKOM f3blKe C/lefyeT yKa3blBaTb
KOHBEPTMPOBAHHOE C MOMOLLbIO MeToAa punycode 3HaYeHne, Hanpumep,
xn--jlail.xn--plai

Mpwn 3anonHeHnn napameTpos ST/L/O/OU kupunnmuen Heobxoammo B 3anpoce
yKa3sblBaTb K/toy «-utf8». Hanpumep: «openssl req -out test2.csr -new -subj "/C=RU/ST=
MockBa/L=Mockea/O=TecTtoBas OpraHusaumns/OU=TecToBbln AenapTameHT/CN=" -
mydomain.ru" -addext "keyUsage = digitalSignature, keyEncipherment" -addext "subjectAlt-
Name = DNS:mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.ru" -addext
"extendedKeyUsage = serverAuth" -utf8 -key /path/to/existsKey.key»

rae:

e keyUsage - paclumpeHue, onpeaenstollee HasHa4yeHue Katoya. B 3anpoce
o6sa3aTesIbHO A0/KHbI NpucyTcTBOBaTh digitalSignature n keyEncipherment, nHble -
npu HeOBXO04MMOCTHU

e subjectAltName - paclwumpeHnmne, onpegenstoulee anbTepHaTUBHOE MM CyObEKTA
(DNS-ums). Ob6s3aTeNBHO J0/HKHO BbITb YKa3aHO X0TA 6bl 04HO 3HadeHue. MNpumep
3anucu: subjectAltName = DNS:mydomain.ru

o extendedKeyUsage - paclumpeHue, onpegensaiollee paclUMpeEHHOE Ha3HaYeHMe
K/1t04a; B 3anpoce 06sa3aTesIbHO A0/IXKHO NpUCYTCTBOBaTb serverAuth, nHble - npu
Heobxoa4MMOoCTH

e existsKey.key - HaumMeHoOBaHME CYLLLEECTBYIOLLLErO KAOYa, Hanpumep, mydomain.key
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S openssl reg -out testZ.csr -new \
foscow/L=Moscow/0=The Ministry of Digital Development and Communications/CN=*.mydomain.ru" \
= digitalSignature, keyEncipherment” \
subjectAltName = DNS:mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.ru, IP:192.168.7.1, URI:http://my.example.ru/" \

extendedkeyUsage = serverAuth” \

[MpoBepUTb CO34aHHbIM 3aMNPOC MOXKHO C MOMOLLIbIO CeAyHoLLLEN KOMaHObI:

«openssl req -in test2.csr -noout -text»,

«openssl req -in test2.csr -noout -text -nameopt utf8» - Nnpu 3anonHeHNMM napameTpoB
ST/L/O/0U kupunnuuen,

roe:
e test2.csr - HaMMeHOBaHME CO34aHHOMO 3anpoca

S openssl req -in test2.csr -noout
rtificate Request:
Data:
Version: 1 (6x8)
Subject: € = RU, ST = Moscow, L = Moscow, O = The Ministry of Digital Development and Communications, CN = *.mydomain.ru
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)
Modulus:

Exponent: 65537 (0x10001)
Attributes:
Requested Extensions:
X509v3 Key Usage:
Digital Signature, Key Encipherment
X589v3 Subject Alternative Name:
DNS:mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.ru, IP Address:192.168.7.1, URI:http://my.example.ru/
X569v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ithRSAEncryption
59:00:0c:d2:db:B84:as a:b2:9 41:88:12:e2:cl:
fc:d5:a7:72:808:bb: t6a:3c: 91:94:c3:30:b6:
di:aa:b6:b9:35
dc:7c:53:e4:
03:d6:9a:
9f:96:2a:
2a:22:ab
f5:02:71

ot

Windows

B koMaHgHOM CTpOKe BBEAUTE:

«"C:\Program Files\OpenSSL-Winé4\bin\openssl.exe" req -out test4.csr -new -subj
"/C=RU/ST=Moscow/L=Moscow/O=The Ministry of Digital Development and Communi-
cations/CN=".mydomain.ru" -addext "keyUsage = digitalSignature, keyEncipherment"
-addext "subjectAltName = DNS:mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.-
ru" -addext "extendedKeyUsage = serverAuth" -key /path/to/existsKey.key»,
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rae:

e test4.csr - HaMeHoOBaHMe 3anpoca, HanpuMep, mydomain.csr

e C - aByxb6yKBeHHbIN Kog cTpaHbl, ana Poccum - RU

e ST - paioH, ob6nacTb, Hanpumep, Moscow

¢ | - nonHoe Ha3BaHWe ropoaa, Hanpumep, Moscow

e oduuManbHOe Ha3BaHWe opraHmnsauumm, Hanpumep, The Ministry of Digital Develop
ment and Communications

e CN - nmsa gomMeHa, Ha KoTopbit opopmaseTca TLS-cepTudmkaT, Hanpumep
*.mydomain.ru. [Ins AOMeHHbIX UMEH Ha PYCCKOM sA3bIKe CaeQlyeT yKa3biBaTb
KOHBEPTUPOBAHHOE C MOMOLLbIO MeToAa punycode 3HayYeHue, Hanpumep,
xn--jlail.xn--p1ai

Mpwn 3anonHeHnn napameTpos ST/L/O/OU kupunamuen Heobxoaumo co3aaTh B
«C:\Program Files\OpenSSL-Winé4\bin\cnf» koHdurypauymoHHbi darn mydomain.cnf,
3arnoJIHUTb €ro TakK:

«[req]

prompt = no
distinguished_name = dn
[dn]

C=RU

ST = MockBa

L = Mockga

O = TecToBasa OpraHusauyms
OU = TecToBbIN AenapTaMeHT
CN = *.mydomain.ru»

M U3MEHUTb KOMaHAy Nepep, BbINOJIHEHUEM:

«"C:\Program Files\OpenSSL-Winé64\bin\openssl.exe" req -out test4.csr -new -addext
"keyUsage = digitalSignature, keyEncipherment" -addext "subjectAltName = DNS:-
mydomain.ru, DNS:www.mydomain.ru, DNS:*.mydomain.ru" -addext "extendedKeyUsage =
serverAuth" -utf8 -config "C:\Program Files\OpenSSL-Win6é4\bin\cnf\mydomain.cnf" -key
/path/to/existsKey.key»

roe:

e keyUsage - paclumpeHue, onpeaensatoLiee Ha3HadeHWe K/1o4a; B 3anpoce
o6s3aTenIbHO A01KHbI NpucyTcTBOBaTH digitalSignature n keyEncipherment, nHble -
npm HeEOBX0AMMOCTH

e subjectAltName - paclumnpeHnune, onpegenstollee ansTepHaTUBHOE MMS CYyObEKTA
(DNS-ums). Ob6s3aTeNBHO J0/HKHO BbITb YKa3aHO X0TA 6bl 04HO 3HadeHue. Mpumep
3anucu: subjectAltName = DNS:mydomain.ru

o extendedKeyUsage - paclumpeHue, onpegenstollee paclUMpeHHOE Ha3HaYeHMe
KJ1H04a; B 3aMnpoce 06a3aTesIbHO A0/1)KHO NMpUCcyTCTBOBaTb serverAuth, Hble - npu
HeobxoaMMoCTH

¢ newKey.key - HauMeHOBaHME HOBOrO Kto4a, Hanpumep, mydomain.key



rocycnyru

ignature, ke

7.1, URI:http:

[MpoBepUTb CO34aHHbIN 3aMPOC MOXHO C NMOMOLLIbIO C/IelyHOLLLE KOMaHbI:

«"C:\Program Files\OpenSSL-Winé4\bin\openssl.exe" req -in "\path\to\test4.csr" -noout
-text»,

«"C:\Program Files\OpenSSL-Winé4\bin\openssl.exe" req -in "\path\to\test4.csr" -noout
-text -nameopt utf8» - npm 3anonHeHmnn napametpos ST/L/O/OU kupunnumuen,

roe:
e test4.csr - HaMMeHOBaHMe CO34aHHOMO 3anpoca

and Communic

IP Addr : 7.1, URI:http://my.examp|




